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Abstract Active Network technologyervisionsdeploymentof virtual executionerviron-
mentswithin network elementssothatnonhomogeneoysrocessinganbe ap-
plied to network traffic. For managemenpurposeseachnode must have a
meaningfulunderstandingf resourcerequirements in termsof bandwidth,
memory andprocessingTo expressthe processingequirementsn a platform-
independennhannerwearedevelopingamodelof CPUtime usagewhichcomes
in two parts: a nodemodelandan applicationmodel. In orderto generaten-
stance®of themodel,oneneedso gathersomemetricsrelative to the platform,
thatis, to calibrateanode.We have investigatedvhatfactorsthis proces®f cali-
brationshouldaccounfor, andespeciallyhow backgroundoadonanodeaffects
our ability to obtainaccuratecalibrationsfor the CPU time usedby nodeoper
ating systemcalls andby virtual executionenvironments. We have shavn that
a backgroundoad, either computationintensve or input/outputintensie, has
little influenceon the calibration. On the contrary a memoryconsumingoack-
groundloadintroducesanoverheadn somemeasurements hepaperdravsthe
conclusionthatthe calibrationof a nodecanbe donewhatever the background
load, providedthatthe memoryconsumindoadscanbesuppressei necessary

1. INTRODUCTION

Active Network technologyervisions deploymentof virtual executionen-
vironmentswithin network elements,such as switchesand routers, so that
nonhomogeneoysrocessinganbe appliedto network traffic associatedvith
servicesflows,or evenindividual paclets. To usesuchatechnologysafelyand
efficiently, individual nodesmustprovide mechanismg manageesourcess-
sociatedwith specificnetwork traffic. In orderto provide suchmanagement
mechanismsgachnodemusthave a meaningfulunderstandingf resourcee-
quirementsfor eachactive application. In Active Network nodes,resource
requirementsypically comein threecateyories: bandwidth memory andpro-
cessing Well-acceptednetricsexist for expressindpandwidth(bits persecond)
andmemory(bytes)in unitsindependenof thecapabilitiesof particulamodes.
Unfortunately no well-acceptednetric exists for expressingprocessindi.e.,
CPUtime) requirementi aplatform-independeribrm. To addresshis prob-
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lem, we aredevelopinga modelof CPUtime usagefor anactive application.
Themodelconsistf two parts: anodemodelandanapplicationmodel. The
nodemodelrepresentshe capabilitiesof a specificnodewith respecto ele-
mentslikely to affect the performanceof applications.The applicationmodel
represent€PU time requirementsn termsof elementscontainedwithin the
nodemodel. This paperinvestigatesa methodto calibrateActive Network

nodesin orderto generatenstance®f thenodemodel. Specifically the paper
assessethe degreeto which backgroundoad on a nodeaffectsour ability to

obtainaccuratecalibrationsfor the CPU time usedby nodeoperatingsystem
calls(e.g.,Linux systentalls)andby execution environrmens(e.g.,JazaVirtual

Machines).

We have shavn thatthe presencef a computationallyintensie competing
workload doesnot affect significantly the calibrationof systemcalls or exe-
cution ervironmentson active network nodes. Our paperalsoshaws thatthe
presencef acompetingworkloadof input/outputintensve processedoesnot
affect significantly the calibrationof systemcalls or executionernvironments.
We shaw aswell thata memoryconsumingbackgroundoad canhave a no-
ticeableinfluenceon the calibrationof somesystemcalls and the execution
ervironment.In this paperwe describeandquantifythisinfluence.

The paperis organizedinto four main sections. We begin by describing
the context of the study: in Section2 we considerthe sourcef variability in
CPUtimeusagdor anActive Network node. To thedegreefeasibleary model
proposednustaccountor thesesoucesof vanahility. In Sectior3, wedescribe
the generaloutlines of a model to representCPU time usageon an Active
Network node. The modelis describedonly in sufiicient detail to motivate
the needfor nodecalibration. Thenin Section4, we describean approacho
calibratethe systemcalls in a nodeoperatingsystem. We give someresults
from calibratingLinux systemcalls,andwe specificallyaddresshe influence
of backgroundoadonthecalibrationmeasurementdn Sections, we describe
an approachto calibratevirtual execution ervironmentsrunning on a node
operatingsystem. We give someresultsfrom calibratingANTS (Java virtual
ervironment),andwe specificallyaddressheinfluenceof backgroundoadon
thecalibrationmeasurementsSection6 discussesheresultswe obtained.

2. SOURCESOF VARIABILITY IN CPU TIME USAGE
IN AN ACTIVE NETWORK NODE

Any reasonablenetric for an applications CPU time requirementgnust
accountfor the major sourcesof variability affecting the application. In this
Sectionwe identify anddiscusghe majorsourcef variability likely to affect
the CPUtime requirement®f anactive application. A proposedarchitecture
for an Active Network node(Calvert, 1998)identifiesseveralcomponentand
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the relationshipsamongthem. Figure 1 givesa conceptuabverviev of the
majorcomponentandrelationships.
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Figure1l Architectureof a Active Network Node

The componentsanbe viewed asfour layers: the hardware, the nodeop-
eratingsystem(Node OS) andinterface,the executionernvironment(EE), and
theactive application(AA). EachEE providesavirtual executionervironment
(similar for exampleto a Java Virtual Machine,Lindholm andYelling, 1997)
in which AAs canexecute. Several EEshave beendefinedandimplemented
within the Active Networks researchcommunity (e.g., seeWetherallet al.,
1999, Alexanderetal., 1997,Schwartzetal., 1999,Bhattacharjeetal., 1997,
andMosbegerandPerterson1997). In addition,severalimplementation®f
aNodeOSarebeingdeveloped(e.g.,seeKaashoelandetal., 1997 ,Decasper
etal., 1999,andFord etal., 1997). To enableary EE to run over ary imple-
mentationof aNodeOS, a standardapplication-programmuninterface,in the
form of systemcalls, is definedwithin a separateNode OS specification,in
Petersor{ed.),1999.

Ouranalysisof this modelandof realsystemsrevealedthe mainsourcef
variability affectingtheCPUtimerequirementsf anAA. In thehardwarelayer,
the main factorsthat influencethe executiontime of an applicationinclude:
the frequeng of the processarthe type of processofe.g.,Pentium,Pentium
II, K6, Sparc,andso on), the amountof memoryavailable on the host, the
speedf thedifferentbuseg(e.g.,memory I/O, andsystem)thetechnologyof
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the persistenstorage(SCSlor IDE harddrive, for instance) but only if the
applicationmakes|/O accessesandthetype of network card(e.g.,10 or 100
MbpsEthernet).Within thenodeoperatingsystem(OS)andnodeOSinterface
layer, the main sourcesof variability include: the performanceof the device
drivers,theperformancén managngprocessesand memoy, andthenatureand
performancef the systemcalls provided by the operatingsystem.In thecase
of networking systenctalls,performancef readsandwritesalsovary basedn
the specificprotocolstacksthatareburied beneattthe systemcalls,aswell as
the implementatiorof thoseprotocols. Within the EE layer, performancecan
beaffectedby themappingoetweertheEE systencallsandtheOSsystentalls
(a mappingusuallydefinedby libraries),aswell asthe compilerandoptions
usedto compilethe EE. For examplefor a Linux system.,if the EE usesthe
Java Virtual Machine(JVM), thenwe mustconsiderthe performancenf the C
library andtheresultsfrom the C compilerusedto compilethe JVM. Finally,
the executionof a specificAA cango throughmary pathsin the codeof the
program.The pathof executiontaken candependon mary things,suchasthe
stateof thenode(e.g.,whetherdatais cachecdr not), thedatacarried(e.g.,the
lengthof thedatato beprocessedandeventhestateof othernodegqe.g.,in an
active multicastapplication,anintermediatenodecreatesand sendsas mary
new pacletsasthe numberof subscribedodes).This paperdoesnot address
themodelingof an AA (whichis describedn Galtieretal., 2000),but rather
focusenestimatingheperformancef thelowerlayers(hardware,NodeOS,
andEE).

3. GENERAL OUTLINE OF A MODEL FOR ACTIVE
NETWORK NODESAND APPLICATIONS

WehavedefinedamodelthatrepreserstCPUtimeusagef AAs asafundion
of the CPU time usedin Node OS systemcalls andin a specificEE between
Node OS systemcalls. An AA transactiorentersand exits a state-transition
graphat anidle state(S). Betweenentry andexit, the AA executesa series
of systemcalls (statesS; throughsS,,), alsoexecutingwithin an EE between
eachsystemcall. The fundamentalmodelviews the executionof eachAA
transactiorasa setof transitionsn thegraph,wherethe probability of making
aspecifictransitionis drivenby the AA logic, andwherethetime takenduring
eachtransitionis a function of the time spentin the sourcesystemcall, and
a function of the time spentin the EE during the transitionbetweensystem
calls. The projectedCPUtime usedby atransactions thenthe sumof all the
transitiontimes.

The AA modelcanberepresentedsa vectorof systemcallsanda matrix
of transitions. By representingan AA asa function of Node OS systemcall
performanceand EE performanceon a node,we expectto scaleAA models
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into termsmeaningfulfor specificnodesandfor aspecificEE onthenode.We
definetwo transformationsy(1) node-to-referencéNR) and(2) reference-to-
node(RN). Prior to transferringan AA modelbetweenwo nodesthe model
is subjectedo an NR transform. The model,with its CPU time requirements
expressedn termsof areferencenode,is thentransmittedacrosghe network.
Upon arrival at the next node, the modelis subjectedto an RN transform.
The combinationof thesetwo transformswill scalethe CPU timeswithin an
applicationmodelfrom aform understooan onenodeinto aform understood
onanother This paperinvestigateiow thecalibrationof systencallsandEEs
might be accomplishedand considershowv uncontrollablebackgroundoads
might affect calibrationmeasurements.

4. CALIBRATING A NODE OPERATING SYSTEM

Wereportgheresultsfrom calibratingthe CPUtime usedby 13 systenrcalls
on two differentnodes,node A and node B, whosecharacteristicare given
in Table1 belav. We selectedhesel3 systemcalls becausehey arethe set
usedby the active applicationping. They arerepresentate of the calls that
ary Active Application (AA) would make, becausé¢heactive ping application
performsthe very basicoperationsof an AA. In ping, the active paclet goes
throughall thenetwork layersof thenode accessetheinformationavailableat
thenode accessetheroutingtableof thenode sometimeghangegself (when
going backtoward the source)or forwardsitself to the next hop. Every AA
is likely to performtheseoperationsandthereforeto invoke the samesystem
callswe have measured.

| | nodeA | nodeB |
| CPU | pentiumll - 333Mhz | pentiumll - 450Mhz |
| RAM | 128Mbytes | 128 Mbytes |
| storage| ~ SCSlharddrive | IDE harddrive |
|os | linux 2.2.7 | linux 2.0.36 |

|

| EE | ANTS 1.20njdk1.1.6 | ANTS 1.20njdk1.1.7B

Tablel Characteristic$or the PlatformsUsedin the Experiments

To assesshe effects of backgroundoad on our measurementsye define
threeforms of backgroundoad: computatiorintensve, input/output(i/o) in-
tensve,andmemoryconsuming.Thecomputatiorintensve workloadconsists
of aprocesghatcontinuouslycompresses,000bytesof data,usingthe Huff-
man codingalgorithm. The main purposeof this processs to fill the cache
memoryof the processoto uncover ary increasen measuredCPU time use
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relatedto switching processingontets. Thei/o intensve workloadconsists
of aprocesghatcontinuouslycopiesal Mbytefile, using100byteblocks. The

main purposeof this processs to uncover ary increasen measuredCPUtime

userelatedto processingcompetingi/o traffic. The memoryconsumingoad

repeatghe task of generatingandomlyan array of 10,000,000ntegersand

sortingit. To calibratethesystenrtalls,we executeaworkloadthatmakeseach
call 200 times, using strace(Akkermanet al., 2000)to computethe average
CPUtime takenfor eachsystemcall.

We performedmeasurementsf the systemcallsmadeby theworkloadfirst
withoutary loadatall oneachmachine. Thenwe madethesamemeasurements
while varyingthenumberof processedrom 1 to 5, and10) generatingcompu-
tationload. We repeatedhat sameprocedureeplacingthe computationoad
with thetwo otherkindsof backgroundoad(i/o andmemoryloads). Theplat-
formsusedareunableto run morethan5 memoryconsumingoad processes,
dueto alack of memory Thereforewe variedthe numberof processegener
atingsuchaloadonly from 1 to 5. For agiventypeof loadandagivennumber
of competingprocesse®f thatload, we performedseseral measurementto
uncover ary possiblevariability in the results. When measuringa particular
systemcall, we performenoughreplicationsto ensurethatthe true meanlies
within 5 % of the computedmeanwith 95 % confidence.

| Node | Call | noload | comp10 | I/O 10 | mem5 |
close 7 8 8 9
nodeA | link 22 23 23 26
open 11 13 12 13
close 9 9 10 9
nodeB | link 32 32 33 35
open 32 34 34 61

Table2 Timein usspentin systemcalls, while varyingthe backgroundoad

Table2 shavstheresultswve obtainedor aselectiorof threesystenrcalls. In
this table,“comp 10” shouldbereadas“10 competingcomputatiorintensve
processes”.Similarly “I/O 10" refersto a backgroundoad of 10 competing
input/outputintensve processes.“mem 5” is a load of 5 processe®f the
memoryconsumindoad. Theprecisionof thenumbergjivenin thetableis not
betterthanplusor minusl ys, theresolutionof the measuremertbol we used.

Onbothmachinesndfor eachsystenxall, thereis no significantdifference
betweerthe measurementsithoutload andwith the computatioroad (what-
ever the numberof competingprocesses).Indeed,the overheadmeasured,
if ary, doesnot exceedthe precisionof the measuremeribol (therewasno
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overheadargerthan2 us). Similarly, on both machinesandfor eachsystem
call, thereis no significantdifferencebetweenthe measurementsithout load
andwith the input/outputintensve load (whatever the numberof competing
processes).

OnnodeB, whenrunningthememoryconsumindoads,we have noticedan
increaseonly in the processindgime of the callsopen, 1ink, andstat. That
increasds 29 us (91 %) for open, 3 us (9 %) for 1ink, and9 us (75 %) for
stat. OnnodeA, with thesamekind of load,threesystencalls- read, 1ink,
andsocket - shav asignificantdifferencewith measurementsikenunderno
load. They all threehave a4 usoverhead Wediscussheseesultsn Sectiorg.

5. CALIBRATING AN EXECUTION ENVIRONMENT

We reportherethe resultsfrom calibratingANTS (Wetherallet al., 1999),
a Jasa-basedxecutionernvironmentfor active networks. We have calibrated
ANTS usingtwo differentcalibrationworkloads active ping andactive multi-
cast,on two differentplatforms(nodeA andnodeB - seeTablel1). We have
executedeachcalibrationworkloadat least200timesto generateseveral CPU
time usagemeasuresincluding mean,variance 95" and99" percentilesas
well asminimumandmaximum.Weusedheproc filesystenin Linux to make
the measurement§.e., to getthe CPU time consumptiorof the actve appli-
cation). Theresolutionis 1 centisecondUnlike the measurements Section
4 (wherewe measureonly kerneltime), herewe measurdahe total CPUtime
- i.e., thesumof kernelandusertime. First we measuredhetwo calibration
workloadswithoutary backgroundoadonthetwo platforms. Thenin asecond
experiment,we performedcalibrationswhile varyingthe numberof processes
(2 and10) generatingcomputatiorioad. In a third experiment,we performed
calibrationswhile varying the numberof processe$2 and 10) generating/o
load. We alsoperformedcalibrationswhile varyingthenumberof processe&
andb) generatingnemoryconsumingoad. We emplo/ed the sameload gen-
eratorsusedpreviously to calibratesystemcalls. Thetwo active applications
we usedfor the calibrationcanbefoundin the standardlistribution of ANTS.

To measurdhe multicastapplicationwe useda network of four nodes all
runningon the samemachine. The topology of the nodesis asfollows: the
senernodeis connectedo anintermediatenode whichin turnis connectedo
thetwo clientnodes WerecordedheCPUusagef theintermediatenode. The
two clientnodegegularlysendnessagesubscribingo themulticastlist. From
themomentwe startrecordingthe CPUtime usedby theintermediatenode the
senernodesends30datamessage®neevery second}o themulticastlist. We
usedunchangedhe datamessagegiven asexamplesin ANTS (version1.2)
distribution, aswell asall the parametersf the application. Theintermediate
nodeforwardsthesemessageto the clients,sincethey have both subscribed.
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Whenthe sener is donesendingthe 30 messagesye stoprecordingthe CPU
usageof the intermediatenodeandwe storethe result. Thenwe stopthe four
nodesandstartthemagainfor thenext replicationof themeasurement-or the
active ping application,we useda testbednetwork consistingof threelogical
nodesin seriesall threerunningon the samemachine.We recordedhe CPU
usageof theintermediatenode.

Table 3 belowv reportsa summaryof the resultswe obtained. The table
reportsthe differencein the measurementwith a backgroundoad compared
to the samemeasurementvithout ary load, for both applications(ping and
multicast)andboth platforms.

| Node | Application | comp10 | 1/O10 | mem5 |
ping +3.2% -3.2% +1.3%
nodeA (+1.2cs)| (-1.2cs) | (+0.5cs)
multicast +2.0% | +0.9% -1.3%
(+2.3cs)| (+1.0cs)| (-1.5cs)
ping 0% -0.6% +67%
nodeB (Ocs) (-0.2cs) | (+21.3cs)
multicast +52% | +6.1% | +20.7%
(+5.3¢cs) | (+6.1cs) | (+20.9¢cs)

Table3 Relatve andabsolutemeasuredn centisecondsincreaseof the measurementsith
abackgroundoad,comparedo the casewithoutary load

TheresultsndicatethatEE calibrationis largely unafectedwhencompeting
with a load of computationintensie processes.When competingwith an
input/outputintensve load, the calibrationis still little influenced. Note that
for ping, on both platforms, it takes actually lesstime for the workload to
executewhenthereis an I/O intensve load. While this decreasenay seem
surprisingour explanationis givenin thediscussiorsection.Whencompeting
with a memoryconsumingoad, the resultsdiffer. On nodeB, the CPUtime
neededorunbothactiveapgdicationsincreasessignificanly. Whiletheincrease
expressedas a percentageseemsvery different for ping and multicast, it is
interestingto noticethatthe absolutencreases the same(approximatiely 21
cs). OnnodeA, amemoryconsumindoaddoesnotinfluencethemeasurements
atall.

6. DISCUSSION

In this sectionwe discusgheresultsobtained andpresentedh the previous
two sections Thefollowing explanationgthathave notbeerverifiedbut which
webelieveto betrue)referto mechanismpresentn theLinux kernel. Formore
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detailsaboutthesemechanismsseeRusling,1999. Thefollowing could hold
for otheroperatingsystemsaswell.

A computationabackgroundoadfills the cachememoryof the processor
Thereforevhentheprocessve aremeasuringgainstheprocessqithelatterfirst
emptiegts cachememoryandfills it with thedatathatthe processwill needto
use.ThatoperatiorrequiresCPUprocessingndthe CPUtime neededs taken
onbehalfof theprocesave aremeasuring.Thatexplainsthe (relatively small)
increaseof thetotal CPUtime requiredto run anactive application.However,
for systemcall calibration,thereis no increasen the measuredime. Thatis
becaus&eareonly measuringn thatcasehetimespenin kernelmode.When
theprocessenterdnto kernelmode,it hasalreadygainedtheprocessobefore,
thereforethe processohasalreadyreplacedhe datain its cachememory The
processingime neededo emptyandfill thecachememorycannotbemeasured
in the CPU systemtime (alsocalledkerneltime).

Oneof themaineffectsof aninput/outputintensive backgroundoadis that
mary processewantto acceskernelressourcesindeedaprocesgienerating
I/O load spendsmostof its time in kernelmode. Whenthe processwe are
measuringvantsto enterinto kernelmode,it hasto wait first until the kernel
is releasedy the procesghathadalock onit. Whendetectingthatthekernel
is locked by anothemprocessthe processaddsitself in the kernelsemaphore’
wait queue. Thenit entersin a loop (spinlock) checkingif the lock on the
kernelhasbeenfreed. All theprocessingimerequiredto performthespinlock
is taken on behalfof the processwaiting, andit happensn usermode. This
explainswhytheresaverysmalloverhealin themeaswemerisof multicast(on
both machines).For the ping application the smalldecreasés not significant
becausdét is only 1.2 us (atmost),soit is smallcomparedo the precisionwe
canachiere. Thereis no reasonwhy the systemcalls shouldseean overhead
in the time they require,becausavhenthe systemcall starts,the processhas
alreadyenteredthe kernel, thereforethereis no CPU processingequiredto
wait for thekernellock to bereleased.

The memoryconsumingoadfills therandomaccessnemory(RAM), and
partly the virtual disk memory(swap memory). As a consequenceg process
competingwith thatkind of backgroundoadcanhardlykeepits datain RAM.
Becausdhe operatingsystemneedsall the RAM to executethe background
loads,it flusheghememoryaddresspaceof theprocessve aremeasuringand
storest onthe swapfilesystem.Every time the processve measurgyainsthe
processqit hasto loadall of its datainto RAM from theswapspace.Thisload-
ing consumesignificantCPUprocessingime, thus,explainingtheincreaseof
theactive applicationtime onnodeB. OnnodeA, sincetheswappartitionis on
a SCSildisk, the pageswappingis performedby the SCSlcontrollerandthere
is muchlessadditionalCPU processingequiredfor thattask. Thereforethere
is little overheadmeasuredh thetime takenby theactive applications For the
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systentalls,similarly to thecomputatiorintensve loadcasewhentheprocess
entersthe kernel,it hasalreadygainedthe processqrthereforeit hasalready
performedthe memoryswapping. Thatis why the memoryswappingtime is
notaccountedor in the systentime, andconsequentlyeitherin thenodeOS
calibration. However, if the kernel(on behalfof a procesamakinga system
call) needgo allocateadditionalmemory a pageswap will betriggered,and
all the CPU time neededor that pageswap will be countedin thetime used
by that systemcall. Thatis why somesystemcalls seetheir executiontime
increasebecausef the memoryconsumingoad. Which systemcallswill see
suchanoverheads determinedy the particularimplementation®f the calls.

7. CONCLUSION

This paperhasinvestigateda methodto calibrateactive network nodesin
orderto generatea modelfor CPUtime usageby active applications.Specifi-
cally, thepaperassessethedegreeto which backgroundoadon anodeaffects
our ability to obtainaccuratecalibrationsfor the CPU time usedby nodeop-
eratingsystemcalls (e.g.,Linux systemcalls) andby executionervironments
(e.g., Java Virtual Machines). Our paperhasshavn that the presenceof a
computationallyntensve competingnvorkloaddoesnotaffectsignificantlythe
calibrationof systemcallsor executionervironmentson active network nodes.
This sameconclusionholdswhenthe backgroundoadwe useis input/output
intensve. We alsoshaw in this paperthatthepresencef amemoryconsuming
backgroundoad increaseshe CPUtime usedby the executionernvironment,
but only if it is the CPU thathasto performthe memorypageswapping. In
the latter case the overheadntroducedby the loadis very noticeable.If the
processocanrely on anotherdevice - suchasa SCSlcontroller- to perform
theswapping,thenthereis little overheadlueto thememoryswapping.These
conclusionamply thatwhenperformingthe nodeOS calibration(thatis, the
measurementf the calls at the nodeOS interface,seePetersor{ed.), 1999),
aswell aswhen performingthe executionervironmentcalibration,the back-
groundload doesnot influencesignificantlythe measurementgslong asary
memoryconsumingackgroundoadcanbesuppressedNonethelesst might
notbenecessaryo actuallysuppresshememoryconsumingoadin oneof the
following cases:thereis enoughmemoryon the hostto avoid disk swapping,
or the CPUdoesnot bearthe mainburdenof pageswapping.
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